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Energy—Case Study 

Industry Case Study: 
Major U.S. Energy Companies 

 
 

The Situation (Typical Problems and Environments) 
With its customers in the energy industry, PistolStar has formed some of its most enduring 
relationships.  A number of these customers have made multiple product purchases or re-
turned to buy additional seats. 
 
Energy industry customers are most concerned with physical security and operations, espe-
cially penetration of their perimeter because it is controlled by software.  Unauthorized 
intruders who gain control of critical systems can create havoc with ramifications for hu-
man health and safety and environmental integrity.  Therefore, password security is proba-
bly of greater importance in this industry than in others and it is chief among all password 
issues.  The problems many of these customers encounter with password management for 
Lotus Notes, and specifically the Notes ID password, have amplified their password secu-
rity concerns.  And, as with all customers, reducing Help Desk calls is paramount to ensur-
ing resources are devoted to the more critical security issues that need to be addressed. 
 
Major U.S. Energy Customer A is one of the world’s top 50 providers of natural gas and 
electricity, serving customers in North America and selected international markets.  The 
password issues experienced by their 18,000 employees were numerous and all were re-
lated to Notes, such as difficulty with synchronizing the Notes ID  password, Notes’ strin-
gent password complexity rules rejecting successful password changes in Microsoft Active 
Directory, and Notes’ overall unwieldy password management process.  The biggest issue 
to emerge was recovery of the Notes ID password.  It was one of the most cumbersome 
tasks for both administrators and users, yet recovery of the Notes ID password is essential 
as users need to authenticate with it to access the Notes client. 
 
“We wanted to reduce the number of sign-ons for our users, but found difficulties with 
syncing the Notes ID password,” states the customer.  “Sometimes it would sync and 
sometimes it wouldn’t.” 
 
Major U.S. Energy Customer B, a U.S. based company with 11,500 users was looking to 
provide a solution corporate-wide for single sign-on to Notes and recovery of the Notes 
ID.  They had been using Novell eDirectory as their LDAP directory, but they were in the 
process of converting to Active Directory.  They were also conducting a Notes upgrade at 
the same time. 
 
As the customer elaborated, “We wanted to sync the Notes ID with the network directory 
password so users only had to change their network password every 30 days or so, and we 
wanted to extend password changes to the HTTP password.” 
 
Major U.S. Energy Customer C wanted the ability to integrate Active Directory with Notes 
to enable authentication against Active Directory to access Notes applications.  In addition 
to reducing authentication steps, their goals were to eliminate Notes ID password recovery 
and coordinate password policies. 
 
 
The Solution 
Major U.S. Energy Customer A originally purchased 18,000 seats of PistolStar’s Password 
Power Lotus Notes ID Plug-In to extend synchronization of the Notes ID password to 
Domino HTTP, then added the capability to redirect authentication to Microsoft Active 
Directory. 
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“PistolStar fit our environment and was fairly simple to deploy,” the customer reports. 
“The company was helpful and responded to our needs and to any issues that arose.” 
 
Password Power allows the company’s users to login to their Lotus applications with their 
Active Directory username and password, making it possible to manage one password in a 
centralized directory.  Users can gain access to Domino servers and Notes clients, includ-
ing the Notes ID. 
 
Major U.S. Energy Customer B, who has a long history of using PistolStar’s products, had 
purchased the Company’s Web Set Password Plug-In originally and now added the Notes 
ID Plug-In, which they found they could use during their conversion to Active Directory.  
The Notes ID Plug-In enables both single sign-on to Notes and recovery of the Notes ID. 
 
“I don’t know of another solution out there that does this,” states the customer. 
 
With Major U.S. Energy Customer C, a small division of the company bought the Notes 
ID Plug-In several years ago, then the entire organization came back and bought it again 
for global use.  With the more recent upgrades of the Notes ID Plug-In, Customer C has 
been able to leverage Active Directory to achieve authentication redirection for accessing 
Notes, eliminating recovery of the Notes ID password, and synchronizing password poli-
cies. 
 
The Benefits 
For all customers in the energy industry, PistolStar’s solutions immediately addressed and 
resolved users’ and administrators’ issues with Notes ID password recovery, Notes ID 
synchronization and coordination of incongruent password policies. 
 
Energy customers have embraced the ability to leverage Microsoft Active Directory for 
centralizing authentication to enterprise applications, thereby extending Active Directory’s 
authentication, authorization and password policy enforcement capabilities across multiple 
passwords.  As one customer expressed, it is an added value of Password Power that 
proves its flexibility and muscle.  What is most compelling about authentication redirec-
tion for energy customers is that it not only makes it possible to use Active Directory to 
unlock the Notes ID, it eliminates the need to synchronize the Notes ID.   
 
“Integration between the Notes ID and Active Directory has worked well and the password 
stays in sync,” notes Major U.S. Energy Customer A.  “PistolStar has met our needs by 
allowing us to deliver seamless single sign-on to our users.  It’s a very stable product.”  
 
In addition to achieving its goals for reduced sign-on and password synchronization, Major 
U.S. Energy Customer A has seen dramatic results.  “We have been able to dramatically 
reduce calls for Notes ID password resets, we estimate by about 60-70%,” the customer 
reports. 
 
Although they are not tracking results and thus do not have specifics, Major U.S. Energy 
Customer B reported “We are reaping huge benefits from using PistolStar’s products.” 
 
By achieving single sign-on to Notes via Active Directory and the resulting reduction in 
Help Desk calls regarding the Notes ID password, energy customers’ users and administra-
tors have gained tremendous time savings.  Password Power’s benefits have contributed to 
not only easing energy customers’ password woes, but enhancing overall password secu-
rity and freeing up IT resources for more serious security concerns.  

 
# # # 

In addition to achieving its 
goals for reducing sign-on and 
password synchronization, 
Major U.S. Energy Customer 
A has seen dramatic results. 
“We have been able to dra-
matically reduce calls for 
Notes ID password resets, we 
estimate by about 60-70%,” 
the customer reports. 



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



